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Home IP Services  Alternative Dispute Resolution Domain Name Disputes Search

WIPO Arbitration and Mediation Center

ADMINISTRATIVE PANEL DECISION
Electronic Frontier Foundation v. Shawanda Kirlin

Case No. D2015-1628
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Disputed domain name:
electronicfrontierfoundation.org

Official domain name of
complainant: eff.org
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Disputed domain name:
electronicfrontierfoundation.org

IP Services Policy Cooperation Reference About IP Inside WIPO

Home IP Services  Alternative Dispute Resolution Domain Name Disputes Search

WIPO Arbitration and Mediation Center Official domain name of

complainant: eff.org
ADMINISTRATIVE PANEL DECISION

Electronic Frontier Foundation v. Shawanda Kirlin

Case No. D2015-1628

13 August 2015

TM holder discovered that the disputed domain name was being used to
confuse consumers by directing them to the TM holders official website only after
surreptitiously installing malware exploiting a vulnerability in the security settings
of the Java application
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http://electronicfrontierfo )
undation.org/url/{6_rand Spoof \{veb5|te
om_digits}/Go.class exploiting a Re-directing to TM
weakness in the | T, holders genuine
Spear fishing e- Java application website
mail inviting
recipient to
press a link
13 August 2015

TM holder discovered that t
confuse consumers by direc
surreptitiously installing mal
of the Java application
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Panel Decision
A. Identity or confusing similarity to US registered trade mark no. 1,808,177
‘Electronic Frontier Foundation’:
Yes, identity
B. Rights or legitimate interest in use of the domain name:
No,
- no license agreement or authorization to use
- No connection between registrants name and domain name
- disseminating malware is not a bona fide offering of goods a legitimate
non-commercial use
C. Registered and used in bad faith
Yes, quoting WIPO case D2011-0600:
‘As such even though it cannot be held that the Respondent’s conduct falls
strictly within one of the specific examples of conduct that constitutes bad faith set
out in the Policy, ..., these examples are non exhaustive. Due to the deceptive
and malicious conduct of the Respondent the Panelist finds that the Domain
Name has been registered and used in bad faith”
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“Adult Player” Android App

- facilitated access to
pornographic videos while

| infected with ‘Ransomware’

= = - not avallable on android
- ko 4 » app store
Adult Player API Demos Browser Calculator - upon execution the app
stealthily captured a user

. a' picture and locked the
B d® , phone

- user is then presented with

Calendar Camera Clock Custom

LOcas an accusatory message
mentioning FBI and security
company Mandiant and
embedded with the picture
with a payment request of
500 USD
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"
Mordinmr U 8 A Tyt Secwrny
IO Dnqparwert 8 Dutovne
B A Cyter Crune Conter J

Amount of fine is 5008. You can
settle the fine with
PayPal My Cash Card

PayPal *20-*50C

LOAD MONEY

IP:119.82.104.138
paypal Country: United States

Cellurar Network: T-Mobile
Offender device: Generic Ransom-
43
Android Version: 4.3

My Cash $D My PayPal

Send cash 10 youwr PayPal »

As soon as the money arrives to the

account, your device will be
unblocked and all information will be
ATTENTION!

decrypted in course of 24 hours. :
Your device has been blocked

. up for safety reasons listed
Then in 7 day term you should remedy the below
breaches associated with your device. ’ >
All the actions performed on

this device are fixed.
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Online pharmacy
- specializing in anabolic steroids and other health related pharmaceuticals
- maintains high standard of customer service (live online support)

- wide variety of product with detailed information ! ;ggpomx

-
4
o)
,

*n_u
tropin 3 Pfizer Genotropin 16 IU P Contact us
$354 s
[ Buy now I Buy now

EZ Buy now

- affiliation programme: 10% commission on any sale from a traffic redirection
- loyalty discount coupon programme

Lovyalty Discount Coupon Program

- refu nd Or reSh I I n Of I nte rCe ted T, If you had a positive experience with us and willing to share it with others,
Vi Son e we invite you to join our Loyalty Discount Coupon Program. Leave
& OE%J‘\ your positive experience review on any forum or review website, submit
. " T L) i the review link in your ount to My Reviews section and receive a
d I ~§. o discount coupon code o 20%% on your next order.
e IVerIeS a, As simple as that! The minimum guaranteed discount coupon code gives

wou a one time 5% discount.
The more complete and informative your review is, the closer your
discount is to 20%%6 .

- offers various payment options
(including bitcoin)

BITCOIN ACCEPTED

Save 20% when you check out with Bitcoin
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Warnin —_— We would like fo inform you that our company set _hal:k
g as a main domain.

omain has been shul down by Ihe domain name

The domain name may be suspended by the registrar at any The
registrar. This happens once and a while, due io the nature of our

ﬁme' In m's case we wil mtlfy you by emal' and Wo"ide the fink to the new business. Al existing account and order details will be available, under the

domain name. You will be able o login with your old account details. new demain.
TO PREVENT ANY FRAUDULENT EMAILS PLEASE NOTE:

IMPORTANT: Your login and password should still remain the same.
IMPORTANT: Your order history should still be available in your account
page.

IMPORTANT: To better protect yourself you can also ask at ”
any sensitive information that only you and our websile support may Know

(different order details, ticket defails etc)

If you have amy further questions or concerns, please feel free to
contact us through our ticket syste or by contacting our
24/7 Live Chat customer support, al

5
LOsubscbe InStaniy
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Perspectives

Many IPR infringing business models are based on generally applicable
online business models using different online platforms

Operators can and do use these platforms to market IPR-infringing goods
and services either to other businesses or to consumers

However the business models sometimes apply clearly deceptive
marketing practices even if the deceptiveness can be unrelated to the IPR
infringement

And considering that some business models have been specifically
developed to intentionally benefit from IPR infringement

It has been found that vendors often conceal identity, expand (or move) to
Darknet and apply resilience measures against enforcement action

While it is also found that the borderline between IPR infringing activities
and traditional cybercrime is blurring
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