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Business Models on Dark Nets infringing IPR

Agenda

1.Dark Nets and IPR

2.Case study: Dark Net specialized market
3.Case study: Dark Net market vendor

4.Case study: The Imperial Library of Trantor (!)
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1. Dark Nets and IPR

Intellectual Property Right are being infringed via Dark Nets

Most illegal activities are using the TOR network T r

It is a growing problem and it is only just beginning
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Market owners

-Anonymity
-Resilient
-Profitable

Vendor bond
Commission
Escrow dispute

fee
Ads?

Growth
potential

Dark Net markets

Pros

Vendors

-Anonymity
-Security

-Easy setup
-Easy marketing

-Profitable
- Direct sales

Customers

-Anonymity
-Security
-Access to illicit
goods

-Full functioning
platform

-Good customer
service

-Vendor ratings
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Dark Net markets

Cons
Market owners Vendors Customers
-LE focus increasing  -Limited customer -Low quality
-DNM competition access goods
-Visible target for -Customer -Scam risks
hackers disputes/scams
-Trust issues
-Vendor

scams/theats
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2. Case study: Dark Net specialized market
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\ 4

a) AlphaBay Market v

SALES MESSAGES

« Home

ORDERS

USD 57355 CAD730.31  EURS507.81 AUD 773.61

LISTINGS BALANCE FEEDBACK FORUMS API SUPPORT

[ A\ We highly recommend that you disable Javascript when viewing the marketplace for better security.

Featured Listings

Oy Crntin Moy 14 LIS

CC/ACCOUNT AUTOSHOP

Access the CC autoshop

Access the account autoshop

HE MUNDIARMA PROC

L 1

[FE 100%] 250 mg  [MS] Paypal Cashout + USA HIGH LEVEL GC - (8 [MS] Oxycontin % % % 3.5 gram 0.5 GRAMS of high

\ A 4

\ A 4

\ 4

() BROWSE CATEGORIES

Fraud

Drugs & Chemicals
Guides & Tutorials
Counterfeit ltems
Digital Products
Jewels & Gold
Weapons

Carded ltems
Services

Other Listings
Software & Malware

Security & Hosting

k Fentanyl HCL $8% Paypal To BTC V2 - Check store for more!  MundipharmakOC  Colombian Flakey quality
d pure $22,000 In 1 month #4004 - CVV & Cards - 80mgXBlisterdk Fishscale { 88-80% cocaine(fishscale)
#30714 - Heroln - (Worldwide) [$100 OFF - ston3d [10+1FREE] Full PURE ) (Hatbox # 14044 - Cocaine -
pharmaphil Discount!] - 50+ Buy: USD 8.50 Escrow! TESTED)(100% Qualitywhite
Buy: USD 250.00 SALES, 100% #95168 - Pllls - ECSROW %k % %  Buy: USD 38.00
POSITIVE FEEDBACK NahNah #116283 - Cocalne -
1 Buy: USD 360.00 Mariboro.
20855 # 109845 - Fraud - Buy: USD 304.88
BitcoinThief
108220 Buy: USD 450.00
8780
T 0,
4203 Account Security: 35%
————— ]
9607 @ You do not have any PGP key on your profile. [Add]
851 @ You are currently not using two-factor authentication (2FA). [Enable]
1730 @ You are currently not using a PIN for purchases. [Enable]
2204
- ———
4666
1987 The sentence above is here to ensure that you are on the real Alphabay Market site and not on a phishing site.
1527
News
417

May 14th, 2016

We updated our privacy policy in order to offer a more transparent service. Please go to the Announcements forum to read about the latest
changes.

GBP 396.95

|
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* Account Autoshop Frry

Account Autoshop

Welcome to the account autoshop! This section allows you to search for any type of account that you might be looking for. The products in the Buy Accounts tab can now be disputed for up to 1 hour
after purchase.

Buy Cards Buy Accounts My Purchased Cards My Purchased Accounts

1 Netflix Grime (8 1%) Random Netflix Account 50.50
1 Netflix Grime (8 1%) Random Netflix Account §0.50
] Netflix TheShop (93%) HMetflix Premium Accountsk $1.99
T Netflix TheShop (93%) k. HrNetflix Premium Accounts §1.99

Dfnpbnx Pro1TB
—| SPOTIFY TheShop (93%) % Spotify Premium Acct % Drugs §1.49

~| SPOTIFY TheShop (93%) *FREE SPOTIFY PRE| EasyJet.com $3.99
*Eat24Hours
EBAY
Type Seller Public data Ebay Account with Feedback Price
- NFL Grime (81%) Random NFL account ( Ebay+Feedback $1.00
— "EBAY HACK ACCOUNT MATEOPORPA... ’
MNFL Grime (81%) Random MFL account (L wERAY HACKED ACCOUNTS $1.00
] NFL Grime (81%) Random NFL account (U Ecommerce store $1.00
EMAILS &
Email list Business UK 500k
Email list UK
EMAIL SKY
ESPMN
EXGF.COM '
EXOTIC4K.COM
EXPLOIMEDCOLLEGEGIRLS.COM
Facebook
% Facebook ¥
*rFacebook
FAKEHUB.COM
OFake Uber Guide[
FAMEDIGITAL.COM

+ Fanatics.comve
LCARTACWLIE Frikd
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%% % NETFLIX PREMIUM ACCOUNT (Autobuy) %
LIFETIME %% %

Buy a Metflix Account JUST FOR A FEW BUCKS!!!! If you have guestions/issues just contact us!

T F L TheShop -not just 'a shop'
N E I Sold by TheShop - 11 sold since May 4, 2076 GG AT T g B0k

29 items available for auto-dispatch

Features Features
Product class Digital goods Origin country Worldwide
Quantity left 5 itemns Ships to Worldwide
Ends in Mever Payment Escrow
NETFLIX
|| Leave the notes blank to receive the item correctly - 1 days - USD +1.99 / item ~|

Purchase price: USD 0.00

0.0000 BTC Ak

Description Bids Feedback Refund Policy

Product Description

Buy a Metflix Account
JUST FOR A FEW BUCKS!I!I!

If you have questions/issues just contact us!

TheShop
-not just 'a shop'
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Another example

MEGAPACK

-

N Ref: 593

N

N

4 Ref: 485 N Ref: 592 Ref: 594 Ref: 595
ADOBE ILLUSTRATOR CS6 ___ CYBERGHOST § MICROSOFT OFFICE PROF.. MICROSOFT WINDOWS 10 . NERO BURNING ROM 2014 __
Darkmarket Darkmarket Darkmarket Darkmarket Darkmarket

1,00 USD

File

p y

N

FREE

File

3,00 USD

File

AN

3,00 USD

File

AN

3,00 USD

File

AN

Z) All guides, methods and tutorials about Hacking, Security, Bitcoins, how to cash out, and how to stay safe doing it.
3) MEGAPACK PROJECT also contains a large library of illegal & banned books, Sex secrets, all the Drugs info you could ever

need, and more.

4) MEGAPACK PROJECT boasts a whole bunch of Software and tools such as Malwares, Crypter, Spoofer, Snifer, Bomber, and a

lot in more.

MEGAPACK PROJECT now contains more than 10,000 guides, tutorials and tools!
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3. Case study: Dark Net market vendor
'rage66666 | User Profile

agesssss( 727D QD view stoe

Positive feedback (last 12 months): 87% Send Message
[How Is the feedback score calculated?] Favorite
Member since: May 10, 2015 Blacklist
Contracts: 0 in progress, 0 completa
Seller Feedback Ratings {last 12 months) 2 Buyer Statistics (since join date) ?
1 month & months 12 months Since join
Total disputes / orders o/o
© Positive 2 28 P
Total spendings —
@ Neutral 0 5 1 Feedback left 0 {100.0% positive)
© Negative 2 3 0 Lastonline Jun 9, 2016
k Stealth Quality Value for price

Detailed seller ratings:

great stuff quick delivery

No comment

empty

nothing in them, rage took all bitcions out in one transactoin before selling, o

ordered 2 and got the same address. asked the seller how to accress the private keys and got nothing...

Q0000
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User PGP Key

—---BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2.0.17 (MingW32)

MOENBFEcG/UBCACS4paEXKMBAY CgikhzaEcwiBuJ3rQ+9.Jc+578gA95MG LTKZZG
AYDYpOZ7hriDY DXrPvcaSpEPrv1 NFHgKmdCBVY Z2NiIAGopr71Briv+rEZg3RIg
jmgkvEaLDIKOCY YWPVJ193GIZxJ30aivMnYBOVepYmISI4hSde Y PYWVvg3hYOBSjLs
OVI[OGnMMIFtrfSPCi2322bNCUNv+0FluBel XBBhCRielcBBAyEEmwUaceEGEVF
FouipgpgOLFVAX/580act TDVSITPOoDoWRwWa4 XE7a2FBY ciTBKHTJOC]WN+7 4
effLMmwo|TASS)[Yg)90n5gdsgHmjoN 1 W]BABEBAAGOHIJhZ2ZUZN]Y 210y YWl

N 2MKBOE3JYWIsLmSIdDEJATgEEWECACIFAIECGUCGWMGCWKIEWMCEBhUIAgKK
CwlQWAgMBAh4BAheAAADJEDTPTGTOLIWAMKEH/37DWAVSISekQQDFOmh2F2kig
dhe1RTaQ1 0EW1mY/BkV2YPkdJBMmDi1 GjsvDNmVsd7YZ1XEqRUBtWMIwHM3cUAD &
037gOTYdY5qUHs4IYZiP|SMniZ3PdiJDgyoz EFI3DzkgFUlJkooNfghHEJVELCgp
m7EB4uX7/m]lSent PS8TETplEfwGHyKoilgya1 gPuuXlk+nmvaAGRHkmFEFYT
MEhViAz1nXe1RMNscrLNdTtdp8pzCCrkdia/c4SNOnxbs3tBlgMnB/aExyFzPvgl)]
OWHDCvINTL7gHhuScT4PurBlxKe1XoZ4TgBmloSKx8migQadiWKFWASOcxgSAQOE
URwbSQEIAMz TOXxKwLKNKI492nVdinzKOBDZalsadreqqPzPUbIR+unXMj8 TFiy
IXLSDImBExhEShvOMIpMXuEODEUMaTBRkdLFzYFyvsyOoWZIPPzDOCYIhsrAIOVEs3
TklEpBsSD3F1 N2gzo2 ) Jzdad THURIWZSART0S9Y TOm4alMLEUbbMIbRphiTH3K.JSs
Z+5jdudidAY TgbybrGeAc2Up10S5KDNCUsdaepSPHQJNTZNGgtSrgoggMN3Hnnz4uW
S130gkCe0mGmKrLYUNIOVboQOs0WOO1d282xrwxBIZMATWIbWQa90EYIRD2mdF
pXdJB4sNXPOFMITKA chnWiOapjzvEVMAEQEAAYKBHWQYAQIACQUCURWbIQIBDAAK
CRA+Z+XU9C48ADWWE/OQYLRAZGB PCS]I+8.YpmAN GDgQKDCY7+wrTnLrvUKWIM
®e0FTS+yYpMNdywk+xadBrgadXyWhmyhOteGMgze+9wGUzNWCHIN+q4 RrdS.Jss
AT1z+EXBaDyMwa/TIPQITSd4cEzIcLWiy3luScScxelulOyLAfNiuygTAB1UTEWz
2wUR1HgyEX2PUHDHhVDIfSCeHkasDANSD+AC+QvRuDgiVpWIy3mThzFJPoQKInZM
HCFUgLRKUF7HCIETOWGN/AJKIBJVECUe/nkg2m.J1 3eezVieWQdg+KJsrS0p0Oy1 P2h
FZLPEDC /KMUx 187 C2KmgdQHOYMNTENeLSAY ZIV

=qKaL

—--END PGP PUBLIC KEY BLOCK-—--
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4TB Portable EXT HDD: 2000+ Albums, 1600+ Films, 100+ Series

ATE Ponable EXT HDD: 2000+ Albums, 1600+ Films, 100+ Series - List of Albums here: http:ipastebin.com/MbedOM1ri « List of
Films here: hitp://pastebin.com/ntFjA3VE - List of Series here: http:/pastebin.com/BTE[7ENE Specification » Capacity: 4TB -

Sold by ragebbbb6:- 0 sold since Mar 15, 2016 QLT RR @LTEdEt-E-

Product Description ures
irdwide

4TB Portable EXT HDD: 2000+ Albums, 1600+ Films, 100+ Serigs 'ridwide
Crow

+ List of Albums here: http:/pastebin.com/b2d0M1ri
= List of Films here: hitp://pastebin.com/ntFA3VEB
* List of Series here: hitp://pastebin.com/BT8|7ENE

Specification
» Capacity: 4TB
* Interface: USB 3.0

Interface: USE 3.0 « Size: 2.5" Desktop - Plug n Play + Dimensions: 4.51 ¥ 3.07 x 0.81 inches - Warranty - 2 Year Limited Man...

» Size: 2.5" Desktop

* Plug n Play
* Dimensions: 4.51 X 3.07 x 0.81 inches
* Warranty - 2 Year Limited Manufacturer Warranty

In the box

» Expansion Drive

* 18-inch USB 3.0 cable
* Quick start guide

Only requires the provided USEB cable to power the HDD



Business Models on Dark Nets infringing IPR

6d
13d

14d

14d

25d
25d
27d

27d

28d

31d

31d

43d
43d
49d
52d

Profile Ratings
Age 1Stars 2Stars 3Stars 4Stars 5Stars Rating B0 ) A e
Mewer than 1 Month 0 0 0 0 11 (5.004 ) {-'( \ )
Newer than 3 Months 0 0 0 0 4 (5.004 )
Older 0 0 0 0 0 --
« Enter your comments here c...a ~MB0.08
Excellent quality. Came with just about everything you could
« imagine getting when buying legit. Came quicker that expectedso c¢...3 ~B0.1
1010 for these.Enter your comments here ezy 350 Boost Oxford Tan Super A Grade
¢ Enter your comments here c...a ~B03 0.1
Excellent! Super fast shipping to New Zealand!! Only 5 days. Box
got a little damaged in shipping but the shoes were fine. They are
¢ identical to the real ones, including that tag thing on the back. a...4 ~B0.2
Recommend buying from this vendor anytime, better than
aliexpress x10
¢ Received in two weeks, good quality for the price s...n ~MB0.1
¢ v Enter your comments here c...a ~B0.2
-« FE for the §emnd time, great product. F...2 ~B0.2 ezy 350 Boost Black Super A Grade
Cannot tell difference from genuine pair. The only thing is the $80.1
X ;ticker on the lens is not centered but that comes off anyway. Type D 9 ~10.01
in how to tell a fake ray bans on Google and these would appear T )
genuine. Very impressed indeed.
Cannot tell difference from genuine pair. The only thing is the
sticker on the lens is not centered but that comes off anyway. Type
~ in how to tell a fake ray bans on Google and these wuulmpypegrp p...9 ~B0.03
genuine. Very impressed indeed.
Awesome service. 7d delivery to UK.. 5 days from shipping! True B0.011 5 retro supreme "supreme” 1:1 Grade
- AAA grade. This vendor will go far. Plan to do further business! m...s ~u. $0.2158
Awesome service. 7d delivery to UK.. 5 days from shipping! True 2
- AAA grade. This vendor will go far. Plan to do further business! m...s ~B0.03
¢ FE'd, Will update if issues. F...2 ~B03
¢ Enter your comments here N...e ~B0.2
¢ Enter your comments here r. n ~B0.4
¢ Enter your comments here J. ~ [B0.03 4
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4. Case study: The Imperial Library of Trantor (!)

I There are 100009 books on the library. I

Last books added: 1 (more) £
MA;;'.I"I..I.R-MG The Big Bounce The Ivory Grin Trick of the Light
"..........‘ The Big Bounce The Ivory Grin Trick of the Light

Alan Turing : The The Galton Case The Barbarous
Enigma the Coast

Centenary Edition

(9781400844975)

Science Fiction nty mporary | Historical | General Interest | Romance | Mystery & Detective | Suspense
 Science fiction | Julia | Thrillers | Adventure | Krimi He rror Science Fiction & Fantasy
Fantasy fiction

Fantasy - General | Humor | Crime | Be Hletristik/Gegenwartsliteratur (ab 1945)

Chief Librarian: Las Zenow <zenow(@riseup.net>

August 2015 — 85.000 books
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Flickan som Jekte med elden
Stieg Larssan,

1
{ 5 | Millennium 05 - La reina en el palacio de las carrientes de aire
o
=44 Larssan, Stieg,

L2 Reina En El Palscio De Las Carrientes De Aire

Stieg Larssan,

Los Hombres Que No Amshan A Las Mujeres

Stieg Larssan,

The Girl Who Kicked The Harnet's Nest

Stieg Larssan,
-
O The Girl with the Dragan Tattoo
i Sties
ot Stieg Larssan,
WS
unszan
!_—.: The Girl Who Played with Fire
Y Stiez Larssa
= Stieg Larssan,
T
- ; y
v s The Girl Who Kicked the Homet's Nest
ot opanery’
L - Stieg Larssan,
nee
(=

Found 13 books. Page 1 £

Back MNext —

CHAPTER 12

Wednesday, February 19

If Salander had been an ordinary citizen, she would most likely have
called the police and reported the rape as soon as she left Advokat
Bjurman's office. The bruises on her neck, as well as the DNA
signature of his semen staining her body and clothing, would have
nailed him. Even if the lawyer had claimed that she wanted to do it or
she seduced me or any other excuse that rapists routinely used, he
would have been guilty of so many breaches of the guardianship
regulations that he would instantly have been stripped of his control
over her. A report would have presumably resulted in Salander being
given a proper lawyer, someone well-versed in assaults on women,
which in turn might have led to a discussion of the very heart of the
problem—meaning the reason she had been declared legally

menrmiees i compolont,
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Upload your epubs to help the library.

Browse... | No files selected. Submit

The uploaded books will be reviewed by the librarians and included if they comply our quality standards,

Copyright

Copyright laws are obsolete, With the technology to copy books without cost we can finally have universal access to the culture. We can provide the tools
to allow everybody read any book without dependence on their monetary resources.

Of course we have to feed the authors, but with the capitalist way of commercialize culture now we are doing a really bad job at that. We are feeding big
corporations, not the authors.

The Imperial Library of Trantor won't listen to any content remove request from corporations, editorials, right management organizations or any other
blood-suckers,

Donations

If you feel like donate some bitcoins we'll gladly accept them. You can request one bitcoin key for you or use our public bitcoin key:

1JixmBmAc8focigwDnuQKgBLax6jFvcEoy
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