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Disputed domain name: 

electronicfrontierfoundation.org 

 

Official domain name of 

complainant: eff.org 
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Disputed domain name: 

electronicfrontierfoundation.org 

 

Official domain name of 

complainant: eff.org 

13 August 2015  

TM holder discovered  that the disputed domain name was being used to 

confuse consumers by directing them to the TM holders official website only after 

surreptitiously installing malware exploiting a vulnerability in the security settings 

of the Java application 
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13 August 2015  

TM holder discovered  that the disputed domain name was being used to 

confuse consumers by directing them to the TM holders official website only after 

surreptitiously installing malware exploiting a vulnerability in the security settings 

of the Java application 

 

Spear fishing e-
mail inviting 
recipient to 
press a link 

Spoof website 
exploiting a 
weakness in the 
Java application 

Re-directing to TM 
holders genuine 
website  

http://electronicfrontierfo
undation.org/url/{6_rand
om_digits}/Go.class 
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Panel Decision 

A. Identity or confusing similarity to US registered trade mark no. 1,808,177 

‘Electronic Frontier Foundation’:  

 Yes, identity 

B. Rights or legitimate interest in use of the domain name: 

 No, 

 -  no license agreement or authorization to use 

 -  no connection between registrants name and domain name 

 -  disseminating malware is not a bona fide offering of goods a legitimate 

non-commercial use 

C. Registered and used in bad faith 

 Yes, quoting WIPO case D2011-0600: 

“As such even though it cannot be held that the Respondent’s conduct falls 

strictly within one of the specific examples of conduct that constitutes bad faith set 

out in the Policy,…, these examples are non exhaustive. Due to the deceptive 

and malicious conduct of the Respondent the Panelist finds that the Domain 

Name has been registered and used in bad faith” 
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“Adult Player” Android App  

- facilitated access to 

pornographic videos while 

infected with ‘Ransomware’ 

- not available on android 

app store 

- upon execution the app 

stealthily captured a user 

picture and locked the 

phone 

- user is then presented with 

an accusatory message 

mentioning FBI and security 

company Mandiant and 

embedded with the picture 

with a payment request of 

500 USD 
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Case study: Applying resilience measures to maintain an ePharmacy 

Online pharmacy 

- specializing in anabolic steroids and other health related pharmaceuticals 

- maintains high standard of customer service (live online support) 

- wide variety of product with detailed information 

 

 

 

 

 

 

- affiliation programme: 10% commission on any sale from a traffic redirection 

- loyalty discount coupon programme 

- refund or reshipping of intercepted 

 deliveries 

- offers various payment options 

 (including bitcoin) 
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Perspectives 

• Many IPR infringing business models are based on generally applicable 

online business models using different online platforms 

• Operators can and do use these platforms to market IPR-infringing goods 

and services either to other businesses or to consumers 

• However the business models sometimes apply clearly deceptive 

marketing practices even if the deceptiveness can be unrelated to the IPR 

infringement 

• And considering that some business models have been specifically 

developed to intentionally benefit from IPR infringement 

• It has been found that vendors often conceal identity, expand (or move) to 

Darknet and apply resilience measures against enforcement action 

• While it is also found that the borderline between IPR infringing activities 

and traditional cybercrime is blurring 
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