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1. Dark Nets and IPR 
 

 
Intellectual Property Right are being infringed via Dark Nets  
 
 
Most illegal activities are using the TOR network 
 
 
It is a growing problem and it is only just beginning 
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Market owners  
 
-Anonymity 
-Resilient 
-Profitable 

- Vendor bond 
- Commission 
- Escrow dispute 

fee 
- Ads? 

- Growth 
potential 

Vendors 
 
-Anonymity 
-Security 
-Easy setup 
-Easy marketing 
-Profitable 

- Direct sales 

Dark Net markets  

Pros 

Customers 
 
-Anonymity 
-Security 
-Access to illicit 
goods 
-Full functioning 
platform 
-Good customer 
service 
-Vendor ratings 
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Market owners  
 
-LE focus increasing 
-DNM competition 
-Visible target for 
hackers 
-Trust issues 
-Vendor 
scams/theats 

Vendors 
 
-Limited customer 
access 
-Customer 
disputes/scams 

Dark Net markets  

Cons 

Customers 
 
-Low quality 
goods 
-Scam risks 
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2. Case study: Dark Net specialized market 
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Another example 
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3.  Case study: Dark Net market vendor 
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Another example: 

 



4. Case study: The Imperial Library of Trantor (!) 
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August 2015 – 85.000 books 
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